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High risks or missed opportunities? 

Configurable controls in Oracle Financials are set 
in three different ways: 
 

1. System-wide settings (such as the use of 
Dynamic Insertion which allows users to 
new create GL account code 
combinations, or the setting to allow 
unbalanced GL journals) 

2. Specific to a certain organisation (such as 
whether the value of paid invoices can be 
altered in AP) 

3. Specific to individuals or groups of users 
(such as PO approval limits for individuals 
or the use of flexfield security rules for 
Responsibilities)  

  
What do we find in practice? 

We’ve developed our own bespoke service (add 

link to review service) to help us efficiently and 

consistently assess automated business process 

controls in Oracle Financials. Having worked with 

more than 30 organisations to review their key 

Oracle configurable controls, we regularly find 

three results: 

1. Controls that are good practice - whether this 
has been set by default by Oracle or by the 
organisation themselves   

2. System-wide controls that are not good 
practice  

3. Controls that are inconsistent across the 
organisation - parts of it are in line with good 
practice but others are not  

 

 

For the second and third option, these require 

further investigation to determine the business 

risk and the root causes behind the finding. 

An approach to assess and address potential 

business process risks 

We would recommend that these automated 

configurable controls are reviewed to confirm 

whether they are in line with good practice, are 

consistent across the organisation and in line with 

corporate policy. 

Additionally, given the risk of changes to 

configuration, access to these should be restricted 

and segregated from those that perform the 

related business transactions and appropriate 

auditing has been enforced on changes to the 

configuration. Please click on these links for 

further information on Access Controls and 

Segregation of Duties or for our blog post on how 

auditing doesn’t have to kill system performance. 

The plan to assess and address these potential 

issues will be similar but will differ slightly based 

on whether a finding is system-wide or specific to 

selected organisations. 

 

 

 

Automated business process controls in Oracle – high risks or missed opportunities? 

Oracle offers more than 10,000 options in E-Business Suite (EBS) and Oracle ERP Cloud for configuring its 

business processes. Whilst the majority of these have little impact on business risk management, a number 

of the settings enforce key business process controls. Where controls can be applied by the system itself, this 

ensures consistency of processing and may remove the need for manually monitoring transactions for 

unexpected or inaccurate changes.  

There are two buckets of automated process controls - ones that are high risk if you don’t set them properly, 

and ones that are missed opportunities for better using Oracle to remove manual activities. By default, 

Oracle have set some configurable controls in line with good practice, though many others are available as 

an unconfigured option and are not good practice. This whitepaper explores these controls in more detail. 

https://www.systemsriskservices.com/services/access-controls/
https://www.systemsriskservices.com/services/access-controls/
https://www.systemsriskservices.com/oracle-ebs-auditing/
https://www.systemsriskservices.com/oracle-ebs-auditing/
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Process for assessing and addressing automated business process controls in Oracle ERP 

In order to Business Impact Assess each setting 
that is not in line with good practice, you must: 
 
- Consider whether the process in use and if 

there are inconsistencies across the 
organisation, whether it in use for the 
organisation that has a different setting. 

- Where the process is still in use, the 
assessment should identify whether there is 
a legitimate business reason why this would 
differ for specific organisations 

- Identify whether there are mitigating manual 
activities. 

- Document the business risk of not changing a 
setting. 

- Include conversations with the appropriate 
finance teams and your Oracle support teams 

 
Where there are no mitigations and the setting 
presents potential risks, the configuration should 
be amended. This should include passing through 
the formal change request process. 
 
If you’ve any questions about this topic, or would 
like to discuss our recommendations on best 
practice controls for each of these (or you’d like 
another 15 automated process controls to think 
about!), please contact Matt Luscombe. For 
further information on our SRS Process Controls 
Analytics service that will allow you to remotely 
test whether these are secure in your system, 
please see this page. We’d be delighted to talk to 
you about how these services may help you and 
to introduce you to some of our existing clients 
 
About Systems Risk Services 

Systems Risk Services is a boutique Oracle 

consultancy specialising in helping Boards, Senior 

Executives and Audit Committees to improve their 

business processes through better control and use 

of Oracle E-Business Suite and Oracle ERP Cloud. 

15 Automated process controls to implement in 

Oracle 

Based on our experience of both best practice and 

what we usually see in Oracle E-Business Suite 

systems, here are 15 automated process controls 

that we’d recommend you look at. 

Record-to-Report/GL 

• Whether unbalanced journals are allowed 

• Whether users can enter manual journals that 
automatically post like system journals 

• Whether new account code combinations can 
be created by any user 

• Whether rules are applied to prevent 
undesired account code combinations 

• Whether journal approvals are used, and the 
approval limits assigned 

 

Purchase-to-Pay 

• Purchasing tolerances – price, quantity, 
timing  

• Purchasing approval limits 

• Whether document preparers can also 
approve a purchase 

• Whether invoices can be adjusted after 
they’re paid 

• Whether default invoice payment dates can 
be overridden 

 

Order-to-Cash 

• Whether invoices can be adjusted after 
they’re printed 

• Whether invoices can be deleted 

• Receivables adjustment limits 

• Whether AR transactions post to the GL 

• Whether customer bank details are hidden 
when creating AR invoices 

 
If you’d like to discuss our recommendations for 
these, please contact Matt Luscombe 

Identify whether a 

specific org. requires a 

different setting 

Identify mitigating 

manual activities (either 

whole system or specific 

organisation) 

Determine risk of not 

changing a setting 

Alter configuration 

where represents a risk 

and no mitigation 

Consider whether the 

processes are in use 

(either whole system or 

specific organisation) 

mailto:matt.luscombe@systemsriskservices.com?subject=Process%20controls%20whitepaper
https://www.systemsriskservices.com/services/remote-oracle-ebs-health-check-review/
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We have also developed our own Exception 

Analytics Suite for Oracle E-Business Suite, which 

allows us to efficiently assess security, access 

controls, automated business process controls 

and key business process exceptions. These allow 

us to highlight areas of strong controls as well as 

areas requiring improvement, along with the 

business risk of not addressing it and our 

recommended approach. 

Contact details 

Matt Luscombe 

+44 (0) 7977 405848 

matt.luscombe@systemsriskservices.com 


